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Executive
Summary
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Anritsu’s Protocol Deep Dive provides complete
visibility and clear decoding of lower-level
stack protocols, providing new and deeper
troubleshooting capabilities and use cases.

Drive Testing Support
Quickly decode PCAPs recorded
during drive tests or by fest
equipment devices.

Security Threat Detection

Identify potential security threats
such as unauthorised access
afttempts, malware, or denial-of-
service aftacks.

Protocol Compliance Verification
Verify if network devices and user
equipment are complying with
protocols and standards.

Security Policy Verification

Verify if network security policies
are being implemented and
enforced correctly.

New Equipment Validation
Validate the performance,
conformance and compliance
of new equipment roll-outs to the
network.

Network Equipment Malfunction
Analysis

Diagnose problems with routers,
switches and other network
equipment such as routing loops
and traffic black-holing.
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Anritsu’s Protocol Deep Dive s
a sophisticated tool designed
fo provide tfelecom network
professionals with comprehensive,
low-level visibility info packet data,
enabling complex troubleshooting
and analysis. This solution is ideal
for users needing to dissect and
analyse protocol details within
complex network environments,
offering a seamless experience
that integrates with existing tools
and workflows.

Protocol Deep Dive allows users
to access and decode lower-
level protocol information that
traditional call-frace tools miss.
With advanced packet capture
capabilities, users gain insights
into TCP, RTP, and other protocol
sequences, essential foridentifying
gaps, troubleshooting  socket
set-ups, and monitoring packet-
level corruption. This capability is
partficularly beneficial during 5G
roll-outs, where it provides end-to-
end visibility across all protocols,
supporting root cause analysis
(RCA) when traditional tools fall
short.

Beyond troubleshooting, Protocol
Deep Dive supports diverse use

cases, from drive testing and
security threat detfection fo
verifying compliance with protocol
standards and diagnosing network
equipmentissues. The tool’'s design
allows users to follow streams,
apply refined search filters, and
view packet summaries and raw
dumps, ensuring users can  drill
down to the essential details.

The user-friendly interface supports
a range of usage scenarios and
provides secure, embedded
access without the need for third-
party software, which enhances
data security by keeping sensitive
packet data within a protected
environment.

Overall, Protocol Deep Dive stands
out for its ability to streamline
the process of in-depth network
analysis. It minimises the time-to-
resolution for network issues and
offers a robust solution for anyone
needing visibility into low-level
network details.

ProtocolDeep Diveisaninvaluable
asset for telecoms troubleshooting
teams requiring efficient, secure,
and comprehensive  network
management.



Value kb

Improved Visibility

Additional  visibility of low-level
protocols opens up all traffic for
inspection and analysis. This exposes
deeper root cause analysis to
troubleshooting engineers.

Reduced MTTR

Seamless integration with  Anritsu’s
solution suite ensures faster, more
efficient troubleshooting workflows
which has been shown to speed up
MTTR by 65%.

Improved Security

Investigation happens within
the controlled and safe solution
environment without the requirements
for 3rd-party software or insecure
PCAP exports.
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PACKET VIEWER

CONVERSATIONS

PACKET SEQUENCE

ENDPOINTS

/nritsu Home Adminisiration Configuration ~Analysis ~Troubleshooting ~ Documents

Troubleshooting > eoSearch

Q IP_ 10-043.pcap ago  File Size: 6.202 MB
9 . ;
PacketViewer  Conversations  Packet Sequence  Endpoints  Protocol Hierarchy
+
-
No.  Time Source Destination Protocol  Length
2 .0%614905  192.168.202.4  172.21.2.135  SIP 765
3 040359320 192.168.20.4  172.21.2.135 ST 765
s o.05021983  192.168.202.4 172212135 SIP 765
& s 0.065863395  192.168.202.4  172.21.2.135  SIP 765
s o987 192.168.20.4  172.21.2.135 ST 765
° 7 oae77azes 192168204 1221235 S 765
s 016453575 192.168.202.4 12212135 SIP 765
s 9 0.13250628  192.168.20.4  172.21.2.135  STP 765
to oavexsores 1921682024 172212135 SIP 765
I > Frame 1: 765 bytes on wire (6120 bits), 765 bytes captured (6120 bits)
> Ethernet 11, src: 00:00:29_09:0910 5t 00:00:00_0:00:00
> Intemet Protocol Version 4, Src: 192.168.262.4, Dst: 172.20,2.135
= > user Dotagran rotocel, Sre Fort: Sogd, st Port: 5660

< Session Initiation protocol (REGISTER)

> Request.Line: REISTER sip: ins.vodafone. e STP/2.0

« Hessage Header
>

P/2.0/000
> To: +353657082048 <s1p:+353657088040815. vodafone. 16>
> Fros: +353657000040 os

Cal1-ID: 6535+353657000040735K3t2y03510
[Generated Cal1.I0: 6539+353657000040735K912y03510)

> csea: 7367 REGISTER

> contact: -uip>
expires: %00
User-Agent: Dataflex VoIP VANE VINE2160v3 13.3.0 (Prelinds)
Supported: replaces,precondition,path
content-Lenetn: @

DECODING

SUMMARY

Vvia Info
SIP/2.0/U0P 192.168. 1 Request:
STP/2.0/U0P Request:
SIP/2.0/U0P 192.165, 1 Request:
SIP/2.8/UDP 192.168.202.4:5060; branch=29hG4bKskdbcq20cg2lvegvhko.1  Request:
STP/2.0/U0P m6q0.1  Request:
S1P/2.0/U0P som6q.1  Request:
SIP/2.0/U0P 192.165. 16q0.1  Request:
STP/2.0/U0P m6q0.1  Request:
S1P/2.0/00P 68 1 Request:

00 00 02 02 00 00 00 30 00 09 02 09 08 00 45 %0
o102 cf o0 0 00 00 80 11 fe bs co a8 Ca 0 ac 15
020 025713 cs 13 ¢4 02 db be ge 52 45 47 49 53 54

020 45522072 69 70 32 63 d 73 26 76 6f 64 61 66 R sipii ma.vodaf

6 ce 65 2e 69 65 3¢ 00
ode  0a 4672 6F 6432 2020 333533 36 35 37 30 30
Goco 30303630203 7365 703233 35 33 36 35
ofe 3730 30 30 30 34 20 40 69 6d 73 2¢ 76 6f 64 61

0100 66 6F Ge 65 2¢ 63 65 3 b 7616730313330  fone.des jtageldn

+ REGISTER sip:ins.vodafone.ie (1 binding)

REGISTER sip:ns.vodafone.ie (1 binding)
REGISTER sip: ims.vodafone. e (1 binding)
_vodafone. e (1 binding)
REGISTER sip: ims.vodafone.ie (1 binding)

REGISTER 51

REGISTER sip:ims.vodafone. ie (1 binding)
-vodafone.ie (1 binding)
REGISTER sip:ins.vodafone. ie (1 binding)

REGISTER 51

REGISTER sip:ims.vodafone.ie (1 binding)

dWNna mvy

O 373931657076 6562 7934367273 7478 62 79epxhy yarstid

Frame SIP Stream UDP Stream 0

Apply | Clear

Packet Viewer | Conversations Packet Sequence  Endpoints  Protocol Hierarchy
lonversations for protocol]
Source Destination Total Traffic Sent Received Traffic Rates (bytes/s)
Address Address Packets Bytes Packets Bytes Packets Bytes Start Stop Duration Transmit
192.168.202.4 172.21.2.135 1152 814676 964 708466 188 106210 o 37.46326 37.46326 18910.953
192.168.202.4 172.21.2.136 33 13444 17 7140 16 6304 9.979751 36.5814 26.60165 268.4044
192.168.202.4 192.168.202.9 47 19331 31 11811 16 7520 10.023895 36.6295 26.605606 443.929
192.168.202.4 172.21.2.137 29 11816 15 6300 14 5516 13.413384 35.11393 21.700546 29031528
10.33.254.97 7.128.49.123 5 3126 3 1674 2 1452 24.842663 26.061945 1.2192822 1372.939
10.33.26.2 10.33.26.48 9 9272 5 5183 4 4089 24.940939 27.992891 3.0519524 1698.2572
7.0.24.22 10.33.254.97 4 2364 2 1403 2 961 26.905779 27.903027 0.9972477 1406.8722
10.15.214.65 10.15.239.32 132 278436 54 112764 78 165672 201.46301 1756.0718 1554.6088 72.53529
10.15.239.32 10.15.239.23 30 75360 6 18984 2 56376 201.49548 1701.2318 1499.7363 12.658225
10.15.239.23 10.15.214.129 138 328692 54 136344 84 192348 201.50052 1756.084 1554.5835 87.70452
Packet Viewer  Conversations | packet Sequence | Endpoints  Protocol Hierarchy Name: SIP_Dialogue-20241016-105710-043.pcap Created: moments ago ~ File Size: 6.202 MB
SIP:Re... >- Packet Viewer Conversations Packet Sequence Endpoints Protocol Hierarchy
(1o |[raana. [ vazra.|wovn.| (s | o[22z [con] [1eoz] (o 6
sPist.. o
< Protocol Frames Frames % Bytes Bytes %
SIP: Re... z
— W 7054 6390699
SPie.. f ip 1579 (22 1556517  [peaex
s QO we 1579 [Jezeex 1556517 [esex
S Request: REGIS. (@] sip 1570 (22 1556517 [pazex
A — 9 iove sa7s 4834182
e O w 5475 4834182
seisa. 5475 4834182
SIP: Status: 401 Unauthorized - C...
SIP:Stalus: 401 Una...
Packet Viewer Conversations Packet Sequence Endpoints Protocol Hierarchy
Endpoints for protocol
Address Total Packets Tx Packets Rx Packets Total Bytes Tx Bytes Rx Bytes Country City
192.168.202.4 1261 1027 234 859267 733717 125550
172.21.2.135 1152 188 964 814676 106210 708486
172.21.2.136 33 16 13444 6304 7140
192.168.202.9 47 16 31 19331 7520 11811
172.21.2.137 29 14 15 11816 5516 6300
10.33.254.97 9 S 4 5490 2635 2855
7.128.49.123 5 v 3 3126 1452 1674 United States
10.33.26.2 9 5 4 9272 5183 4089
10.33.26.48 9 4 S 9272 4089 5183
7.0.24.22 4 2 2 2364 1403 961 United States
10.15.214.65 132 54 78 278438 112764 165672
10.15.239.32 162 84 78 353796 184656 169140
10.15.239.23 168 78 90 404052 192720 211332
10.15.214.129 138 B4 54 328692 192348 136344
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